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KA F b PR 23 Bl K A TR B O 1 R AR A A%
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127.0.0.1# 9527 (dog.xmu.edu.cn) : query: dog.

xmu.edu.cn IN A+ (192. 168. 0. 10)

WS A0 SN kb B H B2 47 A Elasticsearch,
Elasticsearch 23 X 1c sg #4740 10 R 51, A i) 3 B8 14K
B AR RN T 03 Be oy B i LAFR AT A5 224t 4 il H A
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PLE A i) AR a0 R A 2 T DL B S B A
T[] 25 7 i TP bkl | A 1) A 1l 4% | A if i S A 4
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PrE MY Logstash SCHARIS AT .

grok {

match="> {"message" =>> "% {DATA: query-
date} queries:client % {IP:clientip} # % {INT} \ (%
{DATA: queryhost} \): query: % { DATA} IN %
{WORD:rrname} [+ —]% {WORD} x \ (% {IP}
D"

}

£ %5 DNS % 7 sifg 47 3t 3905 2 A X AN iR
55 48 B A ) (0 FH T VR TP 3t PR A BORHR % L T 4 TR AF
iz 55 3 1) A 360 A5 A A A SCRY R XRS5 00 T

geoip {

25.786 queries: client

source= "> [ "clientip" ]

}

£ FE &% message 257 B B 7 B AR A7 3
Elasticsearch, iF LU #f message B To 0 B AR, 26
CIREE-PURsE ST £y 1N

mutate {

remove_field=>> [ "message" ]

}

if (Lqueryhost]=~"-["J+\.[".J+$") {

grok {

match=>> {"queryhost" => "~(? <domain-
name2>[". ]4+)\.(? <<domainnamel>[".]4+)$ "}
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}

}

if (Lqueryhost]=~"~[~1-+\.[~]J+\.[~.]+
$" A

grok {

match= > {"queryhost" => "~(? <domain-
name3>[~.]+)\.(? <domainname2>[".]4+)\.(?
< domainnamel>[".]+) $ "}

}

}

if ([queryhost]=~"~ %92 [~ ]J+\.[~.]J+\.[".]
F\. [+ S |
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match="> {"queryhost"=> "~ %7 (7 <<do-
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\.(? <<domainname2>[".]+)\.(? <<domainnamel
> $"

}

}
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/usr/local/bin/curator —-host 127.0. 0.1 delete in-
dices --older-than 60 --time-unit days --timestring'%g
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DLAN AL 9 P 6 FL I ICP 175 18] 14 HE 44 17 0
A1 2 8 H R R, AR R R — A AT AL
Fe, G EE ORI B 0948 R DRIR B R S R
metrics ff | Count B %X, buckets #l 5 B 4 5 % H
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SEORS B, 300 ok 50 2R Bk A 00 R AR Y BE L H A

&2 8 H PR s N 2 Y TR 3R R A S T P R R

2 X EI R TCP 5[] 4 HE 44 5 B0 vl | 181

Fig. 2 Sunburst chart of ICP access count ranking
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P37 [ 475 00, A 700 2% P s b B0 B, 40 A I O 45 45 R 5
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M5 AL A 2 s AN R R KN EZE %
J vt R E A 45 4 WA B A & 7 it 52 E 46 3 3 A
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DNS Query Log Analysis System Based on Open Source Software

ZHENG Haishan”®

(Information &. Network Center, Xiamen University, Xiamen 361005, China)

Abstract : Domain name system is one of the most important parts of the Internet. Robustness and security of the service are ex-
tremely important. However, numerous problems exist in the University' s DNS configuration. This paper, through the setup
experience of Xiamen University,proposes a DNS query log analysis system based on open source software. This system gives the
best practice of how to automatically build DNS cluster, the method of monitoring and examining the DNS configuration and running
status by using open source tools. Additionally, the system offers the query log visualizations generated by using big data analysis
tools combined with a small amount of programming.Furthermore, the system can deal with real-time analysis of more than one hun-
dred million bits of data daily through horizontal expansion. After using the system, DNS service exhibits a clear structure and securi-
ty. The query log statistics shows in real time.All these features offer great help for analyzing the running status of the DNS server,

showing attack warning,and optimizing network performance.

Key words: domain name system;bind;big data;log analysis;visualization;automation deployment



